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THE GREEN DEAL DATA SPACE architecture explaining how existing (and planned) data
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2] DIGITAL ECOSYSTEMS
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Building on existing (and Future)
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Nl Basic Principles
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Inclusiveness

Fairness

We can expect a high heterogeneity of data systems in terms of supported metadata content and formats, data
encoding, coordinate reference systems, ontologies. At least part of this heterogeneity is justified by the
specificity of the community that generates and uses those data. Since the driving benefit of a data space is to
share all the valuable datasets, data systems cannot be excluded only due to their diversity.

We can expect high heterogeneity also in terms of ‘species’ including big companies, SMEs, public administrations,
research and academic organizations, intergovernmental institutions, citizens. A data space should be the
common ground where collaboration and competition take place for the benefit of the ‘species’ but, overall, for
the ecosystem to serve data for generating knowledge. Therefore, no privileged access should be granted to
anyone at the risk of changing the fairness of the data space.

Autonomy

We expect that some data sources are already part of other SoS or ecosystems with their own mandate and
governance - e.g., European Research Infrastructures, Copernicus Services, Space Agency ground segments,
Public Administration systems including INSPIRE. It is necessary to respect such autonomy without imposing, de-
iure or de-facto, the exclusive participation in the data space. This is strictly related to the autonomy vs. belonging
conflict that will affect any data system. In a Common European Data Space, belonging should be encouraged
through soft means mostly based on the overall value of the data space.
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A soft infrastructure is invisible, made up of technology neutral
agreements and standards, on how to participate in an ecosystem.

The GDDS is characterized by a
high level of heterogeneity,
with many already existing
data sharing initiatives that

offer their resources to
diverse consumers, which
mirrors the current state of
(geospatial) data sharing
globally.

Establishing a single "common
format" is not possible in a

multidisciplinary context like
GDDS.

The challenge is how to
transform a collection of
disparate systems that use
different technical standards
into a digital ecosystem. This
requires a minimal set of
logical components that
enable the ecosystem's digital
environment.
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The Core components are expected not to
evolve at a rapid pace, they constitute the
foundation of the GDDS DE and are expected
to be relatively stable in terms of basic
functionalities.

Facilitators are designed to enable an as
seamless as possible use of the GDDS content.
These components are expected to evolve
(both in number and in functionalities) more
rapidly in response to both users’ needs and
the emergence of new technologies. In fact,
the GDDS DE technical blueprint must be able
to cope with a rapidly changing technological
environment where we expect the emergence
of new technologies, enabling now
unpredictable scenarios.
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NAl Security

Each provider of the GDDS must be able to define its own data policies and
these must be supported at the GDDS level. This requires supporting a
highly heterogenous set of data policies, resulting in a very complex and
difficult to maintain access control framework.

Decoupling of Authentication and Authorization: the business logics for
authentication and for authorization are separated. This is a good practice
in general, but even more in a distributed system like GDDS.

Authorization Framework: the authorization (i.e., access control)
framework is based on the Remote Access Control approach and compliant
with XACML framework. This choice is driven by the recognition that such
an approach has a minor impact on GDDS DE participants
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@ Main Benefits
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